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Abstract  

Nigeria's national security environment is confronted with persistent and complex threats, including 

insurgency, banditry, cyber-attacks, and weak intelligence coordination among security agencies. These 

challenges have exposed the limitations of conventional security approaches and underscored the urgent 

need for technological innovation. Artificial Intelligence (AI) has emerged globally as a transformative 

instrument capable of enhancing security operations, improving decision-making, and strengthening 

governance frameworks. This study critically examines the implications of integrating AI into Nigeria's 

national security architecture, with particular focus on its potential to advance good governance. 

Specifically, the study employed Digital Era Governance Theory to assess how AI can enhance inter-agency 

coordination by enabling real-time intelligence sharing and collaborative threat assessment among Nigeria's 

fragmented security agencies. It further investigates the extent to which AI-driven predictive analytics can 

improve the timeliness of threat detection, enabling security forces to transition from reactive responses to 

proactive, data-driven interventions. Using a qualitative research design reliant on secondary data from 

academic literature, policy documents, and security reports, the study identifies key opportunities presented 

by AI, including enhanced predictive intelligence, improved transparency and accountability, and faster 

threat response capabilities. However, the study also uncovers significant risks and challenges, such as 

algorithmic bias, cybersecurity vulnerabilities, infrastructural deficits, limited technical expertise, and over-

reliance on foreign AI technologies. The findings reveal that while AI holds great promise for transforming 

Nigeria's security architecture, its successful integration depends on the existence of robust governance 

frameworks, ethical safeguards, and institutional preparedness. The study concludes that with strong 

political will, regulatory oversight, and strategic investment in AI literacy and infrastructure, Nigeria can 

harness AI to strengthen national security operations while simultaneously reinforcing democratic values, 

building citizen confidence, and promoting the principles of good governance. Policy recommendations 

emphasize the need for a national AI security policy, enhanced inter-agency collaboration through 

centralized intelligence platforms, ethical data governance, and public-private partnerships to ensure 

responsible and effective AI deployment. 
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Introduction 

Nigeria has a complex and dynamic national security environment that is typified by unending insurgency, 

banditry, and new cyber threats. There is empirical data showing that banditry and armed military networks 

have grown in the north and central regions, leading to widespread loss of life, displacement, and economic 

disturbance (Accord, 2022). At the same time, insurgent organizations like Boko Haram and Islamic State 

West Africa Province (ISWAP) are still able to take advantage of weak institutional structures and loose 

borders and undermine the ability of the state to respond to the threat in time and efficiently (Musa et al., 

2024). Simultaneously, the emergence of cyber threats, such as digital radicalization or data breaches and 
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critical infrastructure attacks, is becoming a recognized threat to national security and is challenging to govern 

and coordinate operations (Adishi et al., 2022). 

The governance structures are important in determining the effectiveness of the national security operations. 

Empirical literature highlights the fact that clear, responsible, and coordinated governance facilitates 

intelligence sharing, allocation of resources, and cooperation between agencies and improves predictability 

and responsiveness of security systems (Adishi et al., 2022; Musa et al., 2024). Weak governance, corruption, 

and fragmented oversight mechanisms, on the other hand, cripple the ability of the security agencies to 

respond to the conventional and emerging threats. 

Artificial intelligence (AI) is being actively used as a game changer in national security operations worldwide 

with its applications in predictive analytics, threat detection, autonomous systems, and cyber defense (Allen 

and Chan, 2017). The empirical data that has been gathered in developed countries proves that the 

implementation of AI increases the rate of decision-making, the precision of operations, and situational 

awareness, and, at the same time, increases ethical and governance concerns. 

Due to Nigeria's security issues, this research aims at exploring how AI implementation can transform good 

governance in national security. The study will be done with the purpose of evaluating the capability of AI 

to enhance transparency, accountability, and strategic intelligence and identifying the possible risks and 

governance issues in order to adopt it responsibly. These dynamics are important to understand so that 

evidence-based policies that can be used to leverage technological innovations to improve the output of 

national security can be developed in a way that does not undermine the principles of democratic governance. 

Research Questions 

The following research questions were engaged by the study 

i. How can the integration of Artificial Intelligence enhance inter-agency coordination in Nigeria's 

national security architecture? 

ii. To what extent can predictive analytics improve timeliness of threat detection in Nigeria's national 

security architecture  

Objectives of the Study 

The objective of the study examines the integration of Artificial Intelligence into Nigeria’s national 

security as an implication for good governance. While specific objectives  
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i. Assess how integration of Artificial Intelligence into inter-agency coordination enhances Nigeria's 

national security architecture 

ii. Investigate the extent that predictive analytics can improve timeliness of threat detection in Nigeria's 

national security architecture 

Literature Review 

Conceptual Framework 

Artificial intelligence (AI) can be simply described as the process of emulating human intelligence on 

machines that can learn, reason, solve problems, and make decisions (Papagiannidis et al., 2025). In the 

framework of national security, AI will include threat detection and predictive analytics technology, cyber 

defense, and operational automation, thus improving the capabilities of the state to address complex security 

threats (Mishra, 2025). National security can be defined as safeguarding the citizens, infrastructure, and other 

institutions of a specific country against external and internal threats that happen within conventional, 

unconventional, and digital spheres (Nte & Eyororokumoh, 2025). Good governance, on the other hand, 

involves the presence of a system that is transparent, accountable, and participatory in decision-making and 

follows the rule of law, as well as the effective delivery of its services so that the security policies and 

operations are not only legitimate but also efficient (Dunleavy et al., 2006). 

There are three theoretical frameworks that support the analysis of AI integration in the national security 

governance in this study. To begin with, the digital era governance puts an emphasis on the importance of 

information and communication technologies in making the work of the public sector more efficient, 

transparent, and active. It offers his prism through which one can observe how AI can maximize intelligence 

operations and foster accountability and responsive governance (Dunleavy et al., 2006). Second, adaptive 

leadership theory assumes that complex and fast-changing problems demand the leader, who is capable of 

marshaling resources, both organizational and societal, to solve systemic issues. Adaptive leadership can be 

used in finding strategic decisions in the unexplored environments, especially in incorporating new AI 

technologies in the security field (Heifetz et al., 2009). Third, strategic intelligence management is concerned 

with the methodological gathering, evaluation, and utilization of intelligence in decision-making and risk 

reduction. AI boosts all these by offering predictive intelligence, real-time data processing, and cross-security 

control, and it harmonizes the operational capacities with the purpose of governance (Mishra, 2025; Nte & 

Eyororokumoh, 2025). 

In theoretical terms, this paper connects the deployment of AI to the outcomes of governance by a model 

where the adoption of AI enhances transparency, accountability, and efficiency in operations related to 

national security. Mediating mechanisms include predictive analytics, autonomous monitoring, and decision-
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support systems, which can transform technological capabilities to have better governance performance 

(Papagiannidis et al., 2025). The model also takes into consideration the moderating effect of institutional 

capacity and regulatory control in seeing to it that AI plays a positive role in the process of democratic and 

responsible security governance. 

Literature Review 

The use of artificial intelligence (AI) in national security is gaining pace around the world, fueled by the 

necessity to address more and more complicated threats and to become more efficient in the operations. In 

the US, AI is widely applied to intelligence collection, autonomous systems, and decision support to quickly 

evaluate the threat and take proactive measures against conventional and cyber threats (Allen and Chan, 2017; 

Cummings, 2017). Likewise, the United Kingdom has been working on AI-based predictive analytics to 

bolster cybersecurity, streamline the workflow of intelligence operations, and facilitate such decisions at the 

policy level, which focuses on improving the combination of AI with human-driven analytical work to 

increase precision and efficiency (Brundage et al., 2018). The concept of AI has been at the heart of military 

modernization, border security, and social surveillance-focused programs in China, which has been a 

strategically oriented decision to focus on technological superiority in ensuring national security and state 

dominance (Horowitz, 2018). 

The use of AI in intelligence and cybersecurity is complex. The integration of machine learning algorithms, 

predictive analytics, and big data helps the security agencies detect the emergence of threats, criminality or 

insurgency patterns, and predict possible security breaches (Allen and Chan, 2017). AI systems can aid in 

planning scenarios, evaluating risks, and distributing resources; therefore, enhancing the effectiveness and 

promptness of strategic decisions in a decision-making context (Cummings, 2017). Besides, AI also plays a 

role in interagency intelligence fusion, boosting information sharing and coordination of multifaceted 

operations (Horowitz, 2018). 

Although such benefits are in place, there are still ethical and governance issues that are prevalent. The threats 

to the legitimacy and accountability of AI-driven security operations are algorithmic bias, opacities, and low 

explainability (Batool et al., 2023; Ziosi and Pruss, 2024). Biased data or non-transparent algorithms in 

decision-making might lead to loss of trust in the population, increase inequality, and disparities in following 

good governance principles (Ziosi and Pruss, 2024). In turn, the global focus on responsible AI governance 

models, based on the principles of transparency, humanity, and constant review of ethical implications, is 

observed (Batool et al., 2023). 
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The experience of these countries can be of great use to Nigeria. To begin with, AI will boost intelligence 

activities and predictability and improve responsiveness to insurgency, banditry, and cyber threats (Allen and 

Chan, 2017). Second, AI integration should be supported by strong governance structures to implement 

transparency, accountability, and ethical practices (Ziosi & Pruss, 2024). Finally, technological capabilities 

should be transformed into effective national security governance through capacity building and institutional 

preparedness (Cummings, 2017). These observations can be used as a way of comprehending how the 

implementation of AI can be streamlined in the Nigerian security realm in alignment with the principles of 

good governance. 

Nigeria’s National Security Architecture and Governance Context 

The national security system of Nigeria is an intricate system that has various actors with different but 

overlapping roles. The organization consists of the Nigerian Armed Forces, intelligence agencies, namely the 

Department of State Services (DSS) and the Nigeria Intelligence Agency (NIA), and law enforcement 

agencies, including the Nigeria Police Force (Awotayo et al., 2023). The agencies have the specific security 

threats within their remit, whereby an agency focuses on the insurgency, banditry, cybercrime, and 

transnational threats, but the variety of actors has traditionally created coordination issues (Bodunde and 

Balogun, 2018). According to The Cable (2025), the inter-agency communication inefficiency and the lack 

of intelligence exchange frequently undermine their responsiveness in terms of detection of threats in a timely 

manner and responsiveness in operations, as a result of which integrative frameworks are needed. 

The current policies show an increasing understanding of the role of technology in improving the security 

outcomes. The National Security Strategy and other ongoing efforts of Nigeria support the deployment of 

contemporary information and communication technologies (ICTs), predictive analytics, and intelligence 

gathering grounded in data as a way of enhancing situational awareness and decision-making (Ibekwe, 2025). 

Remarkably, the method of cyber defense and digital intelligence has been slowly institutionalized to enhance 

national resilience to both traditional and emerging threats. 

Nevertheless, despite these policy initiatives, there are still a lot of challenges when it comes to the integration 

of technology in operation. The lack of coordination among agencies hinders the smooth transfer of 

actionable intelligence, and the lack of technological ability and unequal use of digital resources is a 

hindrance to efficiency (Awotayo et al., 2023). Moreover, the problem of standardization, resource 

distribution, and ethical management of the implementation of AI and advanced analytics are not elaborated, 

limiting the potential usefulness of technology-based solutions (Bodunde and Balogun, 2018). According to 

The Cable (2025), it is important to note that intelligence synergy and a culture of collaboration are the 

necessary preconditions to effective AI adoption in the national security system of Nigeria. 
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The Potential Decision Implications of AI Integration for Good Governance 

The use of Artificial Intelligence (AI) in the operations of the national security offers certain prospects for 

the improvement of good governance in Nigeria. The artificial intelligence-based tools may be used to make 

better decisions based on predictive analytics, situational awareness in real-time, and automated threat 

evaluation so that security organizations can act in advance of insurgency, banditry, and cyber attacks 

(Papagiannidis et al., 2025). Various data can be combined to create predictive intelligence tools, which can 

address accuracy and timeliness of operational decisions to minimize the chance of human errors and resource 

waste (Batool et al., 2023). These abilities will support the efficiency of the security apparatus in Nigeria and 

at the same time enhance governance goals that focus on efficiency, responsiveness, and accountability. 

Governance issues such as transparency and accountability are very important in the adoption of AI. Systems 

to deliver explainable outputs have the potential to improve the perceived legitimacy of security decisions, 

enabling policymakers, civil society, and oversight groups to assess objectively operational actions (de Fine 

Licht, 2020). Integrating ethical risk management systems can make sure that AI tools are used within legal, 

moral, and social standards and that chances of violating human rights or discrimination are minimized. This 

is in line with the democratic ideal because it provides control mechanisms and enhances the trust that people 

have towards the advanced technologies as uses of national security (Papagiannidis et al., 2025). 

Risks, Challenges, and Policy Considerations  

The application of AI to the Nigeria national security system suggests a number of dangers and operational 

issues. The vulnerability to cybersecurity is still one of the paramount issues of concern because AI systems 

are vulnerable to adversarial attacks, data poisoning, and cybercriminals, which may compromise intelligence 

accuracy and national security activities (Brundage et al., 2018; Ferrag et al., 2025). This reliance on quality 

and stable data also makes the implementation of AI more difficult since unreliable or unfair data may lead 

to inaccurate predictive results and malfunctioning decisions. In addition, the use of foreign AI technologies 

provides issues of strategic independence, possible backdoors, and compatibility of imported systems with 

domestic security priorities (Reddick et al., 2015). 

In adopting AI, ethical predicaments are as well imminent. Algorithm bias, transparency, and accountability 

questions indicate that automation and human control are in conflict, particularly when it comes to making a 

decision that may affect the rights and safety of citizens (Nikiforova et al., 2025). In the absence of proper 

governance mechanisms, AI applications will become a threat to strengthen inequities, undermine trust in the 

populace, and erode democratic control. 
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The integration of AI has to be responsible and should therefore be in policy consideration. The Nigeria Data 

Protection Act (NDPC, 2023) needs to be regulated by ensuring it complies with all the data protection 

regulations, sets data quality standards, and institutes ethical review procedures in the security systems of AI. 

Nigeria can reduce the risks of AI deployment by focusing on technical vulnerabilities, data governance 

issues, and ethical aspects and enhance its security governance framework. 

Empirical Review 

Chinagorom et al. (2025) examined Artificial intelligence and counter-terrorism in Nigeria with focus on 

prospects, pitfalls, and the future of security strategy. The study engaged the collective security theory and 

adopted qualitative research design, relying on secondary data to analyze the effectiveness and limitations of 

AI deployment. Findings that emanated reveal that inadequate infrastructure, limited technical expertise, 

weak inter-agency collaboration, and concerns over AI-driven surveillance hinder its full implementation. 

The study submitted that structured AI adoption strategy supported by institutional reform, policy-driven 

investments, and international collaboration can significantly enhance Nigeria’s counter-terrorism efforts. 

Study argued that to optimize AI’s potential, the Nigerian government must prioritize investment in AI 

infrastructure, foster partnerships with global AI innovators, and institutionalize inter-agency collaboration 

through a centralized intelligence-sharing framework.  

Donald (2025) interrogates the application of AI in intelligence gathering and national security management 

in Nigeria, with emphasis on its potential to transform security operations from reactive to proactive 

measures. The study deployed qualitative research design, relying on secondary data drawn from academic 

literature, policy documents, and security reports. Data were subjected to content and thematic analysis, while 

Rational Choice Theory was adopted as the theoretical framework to explain decision-making processes in 

the application of AI to security management. Results findings showed that AI enhances intelligence 

gathering and national security through real-time data analysis, automation of surveillance and 

reconnaissance, and predictive modeling of emerging threats. It also showed that AI facilitates advanced data 

analytics and strengthens security operations by improving the capacity to anticipate, prevent, and mitigate 

security incidents. The study concludes that AI holds significant potential of shifting from reactive 

approaches to proactive strategies, improve the efficiency of security responses and reduce vulnerability to 

complex threats, and that the Nigerian government should integrate AI into its national security framework 

by investing in technological infrastructure, capacity building, and inter-agency collaboration. 

Ibekwe (2025) evaluates the role of credible intelligence in enhancing internal security operations in Nigeria 

as the country continues to experience serious security threats, including terrorism, insurgency, banditry, and 

kidnapping. The study also identifies key challenges facing intelligence operations, such as poor inter-agency 
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collaboration, lack of modern technology, limited funding, and low community trust. Through real-life 

examples and case studies, the study examined the benefits of intelligence led security efforts and the risks 

of faulty intelligence. The study concludes with recommendations to improve intelligence gathering and use, 

including creating a central coordination agency, involving communities more effectively, investing in 

technology, and strengthening international partnerships. These steps are necessary to build a safer and more 

secure Nigeria. 

Onazi et al. (2025) assessed big data challenges, opportunities, and strategies on national security threats in 

Nigeria. The study employed a mixed-methods approach, the study integrates literature review, case studies, 

and government policy analysis to assess the effectiveness of big data analytics in intelligence gathering, 

surveillance, cybersecurity, and early threat detection. Emerging results from the study emphasised that while 

big data enhances predictive capabilities and situational awareness, challenges such as data privacy concerns, 

infrastructure deficits, and ethical dilemmas must be addressed. The study opine that strengthening legal 

frameworks, improving technical capacity, and fostering public-private partnerships to maximize the 

potential of big data in national security strategies. The implications suggest that a data-driven approach can 

significantly improve Nigeria's ability to respond proactively to emerging security threats while balancing 

privacy and civil liberties. 

Jimoh and Adejobi (2026) interrogate Artificial Intelligence future of knowledge preservation and its 

implications for national security and strategic decision-making in Nigeria. Guided by the Knowledge 

Management Theory and Information Warfare Theory, the research adopts a qualitative approach, drawing 

on content analysis of policy documents, scholarly publications, and institutional reports from the Nigerian 

Defence Academy, NITDA, and global AI frameworks. Results reveal that while AI presents immense 

opportunities for improving intelligence analysis, data preservation, and evidence-based policy formulation, 

Nigeria faces critical challenges, including poor digital infrastructure, limited AI literacy, and weak policy 

coordination. The study underscores the urgent need for a National AI and Knowledge Preservation Policy 

to safeguard institutional memory, promote data sovereignty, and strengthen national resilience against 

emerging cyber and information threats. It concludes that integrating AI into Nigeria’s strategic systems can 

serve as a catalyst for sustainable national security, improved governance, and informed decision-making, 

provided that ethical, infrastructural, and policy frameworks are effectively implemented. 
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Theoretical Framework 

The Digital Era Governance Theory 

The Digital Era Governance (DEG) theory, as articulated by Dunleavy et al. (2006), provides a robust 

theoretical lens for examining the integration of Artificial Intelligence (AI) into Nigeria's national security 

architecture. DEG emerged as a critique of the fragmented and rigid New Public Management (NPM) models, 

advocating instead for the reintegration of government functions, the digitization of processes, and a holistic, 

needs-based approach to public administration (Dunleavy et al., 2006). The Nigerian national security is an 

environment characterized by siloed agencies, poor intelligence sharing, and bureaucratic inertia. DEG offers 

a framework for understanding how AI can serve as a transformative tool. The theory posits that AI is not 

merely a technological upgrade but a governance mechanism capable of restructuring how security agencies 

interact, share information, and respond to threats. DEG emphasis on digitization directly supports the study’s 

core argument that AI can enhance transparency, accountability, and efficiency, which are the hallmarks of 

good governance in the digital age. 

DEG’s principle of reintegration is particularly instructive as reintegration involves reversing the 

fragmentation caused by NPM by bringing disparate government units back under a cohesive framework 

using digital means (Dunleavy et al., 2006). In Nigeria, agencies such as the Department of State Services 

(DSS), the Nigeria Police Force, the Nigeria Security and Civil Defence Corps (NSCDC), and the military 

often operate in isolation, leading to duplicated efforts and critical intelligence gaps (Awotayo et al., 2023). 

AI-powered platforms enable reintegration by creating centralized, real-time intelligence dashboards that 

allow for seamless data sharing and collaborative analysis. For instance, machine learning algorithms can 

aggregate data from various sources, identify patterns, and distribute actionable intelligence to all relevant 

agencies simultaneously, thereby breaking down the silos that have historically hampered national security 

efforts (Mishra, 2025). Through the DEG lens, AI becomes the digital glue that fosters a unified, rather than 

fragmented, security response. 

DEG’s focus on digitization processes and needs-based holism. Digitization involves moving from analog, 

paper-based systems to fully automated, data-driven operations (Dunleavy et al., 2006). Where threat 

detection often relies on reactive, human-led intelligence, the lag time between identifying a threat and 

responding to it can be fatal (Musa et al., 2024). Predictive analytics, powered by AI, digitizes this process 

by continuously scanning vast datasets from social media trends to satellite imagery to forecast potential 

security breaches before they occur (Allen & Chan, 2017). This aligns with DEG’s needs-based holism, 

which argues that services should be organized around the citizen’s needs (in this case, the need for safety) 

rather than bureaucratic convenience. By improving the timeliness of threat detection, AI ensures that 
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security operations are proactive and preventive, thereby fulfilling the study’s second objective: to investigate 

the extent to which predictive analytics can enhance timeliness. DEG theory thus explains that timeliness is 

not just a technological metric but a governance outcome, as faster detection directly translates to more 

responsive and accountable security institutions. 

Furthermore, DEG theory helps to narrate the risks and governance challenges associated with AI adoption, 

which are central to the study’s overall aim of examining implications for good governance. While DEG is 

optimistic about the potential of digital tools to transform governance, it also implicitly acknowledges that 

digitization must be accompanied by robust institutional frameworks to ensure transparency and 

accountability (Dunleavy et al., 2006). In the Nigeria, the adoption of AI for inter-agency coordination and 

predictive analytics raises concerns about data privacy, algorithmic bias, and the digital divide between 

agencies (Bodunde & Balogun, 2018). For instance, if predictive analytics are trained on biased historical 

data, they may reinforce existing prejudices or target specific communities unfairly, undermining the 

democratic values that good governance seeks to protect (Ziosi & Pruss, 2024). DEG theory, therefore 

explains how AI can improve governance while also highlighting the need for oversight mechanisms such as 

regulatory compliance with the Nigeria Data Protection Act (NDPC, 2023) to ensure that digitization serves 

the public interest. This theoretical perspective reinforces the study’s conclusion that AI is a tool that must 

be governed, not just deployed. 

In conclusion, the Digital Era Governance theory offers a comprehensive framework for understanding the 

integration of AI into Nigeria's national security. By applying DEG’s core principles of reintegration, 

digitization, and needs-based holism, this study demonstrates that AI has the potential to resolve long-

standing coordination failures and significantly improve the timeliness of threat detection. However, DEG 

also serves as a cautionary framework, reminding researchers and policymakers that technological integration 

without corresponding institutional adaptation can lead to new forms of governance failure. As Nigeria 

navigates the complex intersection of technology and security, DEG provides both a roadmap for innovation 

and a checklist for accountability, ensuring that the pursuit of efficiency does not come at the expense of 

democratic principles. This theoretical underpinning strengthens the study’s contribution to the fields of 

public administration, security studies, and digital governance, offering a model that may be applicable to 

other developing nations facing similar security challenges. 

Methodology 

The study adopts qualitative research design whit reliance on publicly available archive documents employed 

for the analysis. Secondary data were generated via journals publication and other documented materials 

relevant to the study with reliance on secondary data. The research is conducted by examining literature 
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concerning Integrating Artificial Intelligence into Nigeria’s national security as an implication for good 

governance. Also, literature on Artificial Intelligence enhancing inter-agency coordination and AI predictive 

analytics in improving timeliness of threat detection in Nigeria's national security architecture were given 

attention. The literature was obtained through searches in publicly available material. Literature from non-

serial publications, official reports, and conferences has been included particularly if they have been cited by 

other references.  

Discussion of findings 

The findings from this study reveal that the integration of Artificial Intelligence holds significant potential 

for enhancing inter-agency coordination within Nigeria's national security architecture, primarily through the 

creation of centralized intelligence-sharing platforms and real-time data fusion capabilities. This aligns with 

the Digital Era Governance theory's principle of reintegration, which advocates for using digital tools to unify 

fragmented government functions (Dunleavy et al., 2006). The empirical evidence reviewed supports this 

theoretical assertion. Chinagorom et al. (2025) found that weak inter-agency collaboration remains a critical 

hindrance to AI deployment in Nigeria's counter-terrorism efforts, but they also submitted that 

institutionalizing inter-agency collaboration through a centralized intelligence-sharing framework is essential 

for optimizing AI's potential. Similarly, Donald (2025) concluded that AI facilitates advanced data analytics 

and strengthens security operations by improving inter-agency collaboration, thereby enhancing the capacity 

to anticipate and mitigate security incidents. Ibekwe (2025) further reinforced this by identifying poor inter-

agency collaboration as a key challenge facing intelligence operations in Nigeria, recommending the creation 

of a central coordination agency to improve intelligence gathering and use. However, the findings also 

indicate that achieving this reintegration is not automatic. Awotayo et al. (2023) and Bodunde and Balogun 

(2018) empirically documented that Nigeria's security agencies such as the DSS, Nigeria Police Force, and 

military often operate in isolation due to trust deficits, bureaucratic rivalry, and unequal access to digital 

resources, which undermine the seamless data sharing required for AI-driven coordination. Therefore, while 

AI offers the technological mechanism for enhanced coordination through platforms like real-time 

intelligence dashboards (Mishra, 2025), the study finds that its effectiveness is contingent upon concurrent 

institutional reforms that foster a culture of collaboration and data sharing among agencies. 

The findings further demonstrate that predictive analytics, powered by AI, can substantially improve the 

timeliness of threat detection in Nigeria's national security operations by enabling a shift from reactive, 

human-led intelligence to proactive, data-driven forecasting. This finding is theoretically grounded in DEG's 

digitization principle, which emphasizes moving from analogue, slow processes to automated, real-time 

operations (Dunleavy et al., 2006), and its needs-based holism, which prioritizes citizen safety over 

bureaucratic convenience. The empirical literature provides substantial support for this claim. Allen and Chan 
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(2017) and Cummings (2017) established that AI systems in developed nations use predictive analytics to 

forecast terrorist activities by analysing vast datasets, significantly reducing response times. In the Nigerian 

context, Donald (2025) found that AI enhances intelligence gathering through real-time data analysis and 

predictive modelling of emerging threats, thereby shifting security approaches from reactive to proactive and 

improving the efficiency of responses. Onazi et al. (2025) similarly emphasized that big data analytics 

enhances predictive capabilities and situational awareness, enabling Nigeria to respond proactively to 

emerging security threats. Jimoh and Adejobi (2026) also revealed that AI presents immense opportunities 

for improving intelligence analysis and evidence-based policy formulation, which directly contributes to 

faster threat detection. However, the findings also reveal significant limitations. Musa et al. (2024) 

documented that Nigeria's counter-terrorism strategy remains entrenched in conventional tactics that are often 

slow, while Chinagorom et al. (2025) identified inadequate infrastructure and limited technical expertise as 

barriers to full AI implementation. Furthermore, Brundage et al. (2018) and Ferrag et al. (2025) warned that 

AI systems are vulnerable to data poisoning and cyberattacks, which can compromise the accuracy of 

predictive analytics. Thus, while predictive analytics offers a clear pathway to improved timeliness as 

theorized by DEG and evidenced by multiple Nigerian studies the extent of this improvement is moderated 

by institutional capacity, data quality, and the robustness of cybersecurity measures. The study finds that 

without addressing these infrastructural and technical deficits, the timeliness gains from predictive analytics 

will remain largely unrealized. 

Conclusion  

This paper has explored the ramifications of the implementation of artificial intelligence in the national 

security setting of Nigeria under the premise of good governance. The results indicate that AI can be of great 

benefit in the context of decision-making, predictive intelligence, and transparency and accountability of 

security operations (Papagiannidis et al., 2025; Batool et al., 2023). AI can help make the process of 

governance more efficient and responsive, automate threat detection, and implement data-driven strategies, 

which in turn can help build trust in the populace and democratic checks and balances. 

Nonetheless, AI is not a replacement for human leadership but a tool. The vulnerabilities of the system to 

cybersecurity, algorithmic bias, ethical implications, and reliance on foreign technologies present arguments 

about the need to have strong governance structures, regulatory controls, and capacity-building efforts 

(Brundage et al., 2018; NDPC, 2023). The use of national AI security policies and the creation of institutions 

to oversee this are of utmost importance in order to ensure that AI improves and does not dilute good 

governance. 
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Recommendations 

Based on the foregoing, the study hereby recommends that  

i. Nigerian government establish a centralized intelligence fusion centre where all security agencies can 

share real-time information using AI-driven platforms. This will break down the silos that currently 

exist between agencies like the DSS, police, and military, ensuring that intelligence flows seamlessly 

and collaboratively. To support this, a national AI security policy should be developed to set clear 

rules and standards for how these technologies are used, along with an independent body to oversee 

compliance and ensure accountability. Security personnel must also receive regular training to 

understand how AI works, its limitations, and how to work alongside it effectively, so that human 

judgment and technology complement each other in decision-making. 

ii. That Nigeria government including regional and State Government should invest heavily in modern 

technological infrastructure such as high-speed internet, data centres, and secure databases to support 

real-time data analysis. This will enable security agencies to move from reacting to attacks after they 

happen to predicting and preventing them before they occur. Strong data protection laws must be put 

in place to guard citizens' privacy and prevent algorithmic bias that could lead to unfair targeting of 

certain groups. Partnering with private technology companies can also bring in the needed expertise 

and innovation, while ensuring that all AI tools are designed with transparency and ethical 

considerations in mind. These steps will help Nigeria harness the full potential of AI to detect threats 

faster while maintaining public trust and democratic values.  
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